AIRLOCK"

v

Airlock
Partner-Tech-Community
Online training

Episode 6 — May 2026

Passkeys - Tracing - Failover & Loadbalancing




samin

25min
25min
25min

10min

Welcome
Passkeys
Tracing

Failover
and Loadbalancing

Q&A

Total: 90min

Stefan Braun
Urs Zurbuchen
Stefan Braun
Friedrich Oesch




PASSKEYS

The modern way to sign in.
Secure. Simple. Phishing-resistant.




i Passkeys and FIDO — Some History

— Goal of FIDO
— Reduce over-reliance on passwords
— Phishing protection

— Issues with FIDO
— Strict device binding
— No recovery
— Low integration, high friction
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Fast Identity Online


} Passkeys

Advantages
— Based on FIDO2
— Easier to use: native OS integration

KK -

— Cloud synchronisation

Disadvantages

— Cloud synchronisation PASSKEY

— Are they really secure?




i Impact of US CLOUD Act

Clarifying Lawful Overseas Use of Data Act

E » Access to private key
« End-to-end encrypted Recovery ?
% « Zero-knowledge

NS
V.
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Clarifying Lawful Overseas Use of Data


> Impact of US CLOUD Act _=CLOUD Act ™%

- MacOS, i0S @@ﬁ )

— Protected only if Advanced Data Protection is enabled
— Recovery: 28 character code or trusted contact

Al

— Android @mﬁ"

— Google Password Manager with sync
— Zero-knowledge enabled by default
— Recovery: lock screen pin/password manager pin




} Impact of US CLOUD Act LOUD Act

— Windows
— Microsoft Authenticator: Mobile app, supports only Microsoft services
— Windows Hello: does not support sync’ing
— Alternative Password Manager
— Zero-knowledge: depends on password manager
— Recovery: depends on password manager




} Phishing Protection — Registration Flow
User Authenticator Web Browser

User already authenticated or
in account registration flow

Start passkey registration
:I Create unique, time-sensitive

Return challenge cryptographic string

Request key pair creation for FQDN

' N

Verify user presence

<

Touch or h .
Biometrics H Gonfirm

Store FQDN
Public key, attestation, signature

Complete registration

B
L

I Store public key

Confirm
”4 ...............................................................................
CTAP2 HTTP / WebAuthn
< > < >




} Phishing Protection — Authentication Flow

Airlock IAM

User Authenticator Web Browser
First part of login flow ‘l
Start passkey authentication N
< Return challenge I
~ Request signature for FQDN
Verify FQDN | ~
~ Unlock request
Touch or D .
Blometrlcs H-.Q-c.)-l:llf.lr.rn .............................................. »
Sign challenge
Signature
T T LT T T T T T T T T P P PP PP PP PP PP PP » Complete authentication .
Confirm I
BT T LT T T T T T e TP PP PP PP P PN
CTAP2 HTTP / WebAuthn
< > < >

Create challenge

Validate signature using user’s
public key




User

Sign In

L

Do you want to save a passkey for “dannyrico"?
Passkeys are saved in your iCloud Keychain and are
available for sign in on all your devices.

Other Options

No control
 User-selected
* Usually intuitive

} Ul Considerations

Authenticator

No control over UX

* Built-in Uls (OS, Browser)

« Standard, unchangeable
messages

* Un-stylable

Web Browser

You can sign up here if you don't have an account yet.

Airlock IAM

AIRLOCK®

Complete control over UX
+ Texts
« Layout, styling




} Rollout and User Enablement

Al

Ul-Break often
leads to costly
helpdesk calls

Solution 1
« No passkeys
« Remain exposed to phishing attacks

Solution 2

« Make it opt-in (with self-service)

« If user has passkey registered -> require it
* No inadvertent phishing

« Less support issues

* Very easy to do with Airlock Flows




> Are Passkeys 2FA?

+ e

v




} Are Passkeys 2FA?

User Identification

Please enter your username and click "Continue",

Username

E;::kayfmtms website (’ﬁ"‘ inue

Other Accounts...

Passkey from Nearby Device...




> Are Passkeys 2FA?




? Passkeys and PSD2 (SCA)

* Generally not considered fully PSD2-compliant on their
own

« PSDZ2 requires proof of possession of a specific, trusted
device
« Sync’ed passkeys are automatically backed up and copied
across all your devices (e.g., via iCloud or Google Password
Manager), it becomes impossible to guarantee that the user is
authenticating from a specific, authorized physical device.

* The private cryptographic keys are stored and transferred
through third-party cloud platforms. Regulators have difficulty
verifying that these cloud environments independently meet
stringent customer authentication and encryption standards.
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But then why Transaction Approval with FIDO2?


Passkeys and PSD2 (SCA)

FIDOZ2

Device-bound
FIDO2 keys are
PSD2-compliant
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But then why Transaction Approval with FIDO2?


g Attestation

— Cryptographically verify
— Make
— Model

— Authenticity

— Requires device-bound FIDO2 key
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Switch to browser to show config – rest of presentation in browser


'\IRLOCK

Observe.

a0 e 0809

......



The Core Problem

« Distributed Blindness: Logs often don't tell the whole story of
a request. With tracing, you can follow a request
end-to-end and see sequence and timing of each component
involved.

* The "Shoebox" Dilemma: Standard logs are disconnected
receipts; searching them requires matching timestamps
manually across multiple service logs.

* The Blame Game: High MTTR (Mean Time to Resolution)
because teams don't know which service is slow.

22
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/% The "Magic” of OTel

The Global Trace ID:
OTel injects a unique
cryptographic ID into the
metadata headers (like
traceparent via W3C
standards) of every
network request.

o The Journey Map:
As a request hops from
Frontend --> Auth Service -->
Inventory --> Database, the
ID travels with it.

o Child Spans:
Every single operation
becomes a sub-segment
(span) of the master trace.

¥ Real-Time Value

Instant Bottleneck Identification:

Visually isolate database query latencies vs.

third-party API lag.

Trace: 4bf92f3577b34daba3ced29dle0ed 736

Trace ID: 4bf92f3577b34daba3ce929d0eled736

¥ i ¢ v
Prary
( Frontend ; o T e G| | @ Inventory L& @ Batibibse
7 (Web) Service

Injects Trace ID Receives —+ Forwards

Request Header (traceparent) Request Header (traceparent)
00-4bf92f3577b34daba3ced29d0e0e4736-

00f067aalbad02b7-01

00-4bf92f3577b34data3ce929d0e0ed736-
abced29d0e0ed736-01

Trace: 4bf92f3577b34daba3ce929d0eded 736

Trace Timeline (Spans)

O e e o L e T
-
HTTP GET /checkout {(Frontend) 45ms POST flogin (Auth Service)
120ms 45ms

® ® ® © Each color = a span (child) of the same trace (master)

@ High-Cardinality Context:
Attach business metadata directly to spans
(e.g., user.id, cart.value, http.status_code).

Duration: 282ms

Span: GET /items (Inventory Service)

Service / Operation Duration Orms. 100ms 200ms 300ms
L L i ]

@) Frontend / GET /checkout 12oms —= Business Context

B Auth Service / FOST flogin asms &
- Reguest info

@ Inventory Service / GET /items 80ms ===

|

‘s © Database / SELECT * FROM items  37ms e

— Outcome

@ Third-party / Payment API 250ms [=—————————— 'Y

A\ Bottleneck detected: Third-party / Payment API (250ms)

- Operational Context

-
45ms

Receives — Forwards Receives

Request Header (traceparent) Request Header (traceparent)
00-4bf92f3577b34daba3ced29d0e0e4736-

acl2de34f56b7896-01

00-4bf92f3577b34daba3ce929d0e0ed 736-
SeB4fcl2ab%9cd345-01

b Time

SELECT * FROM items (Database)
3Tms

GET fitems (Inventory Service)
80ms

o Correlation over Isolation:
Instantly jump from a broken trace directly to
the exact application logs generated by that
specific thread.

Trace View Logs (Filtered by Trace 1D)

Trace: 4b19213577b34data3eed29d000e4736 (Errar) Mmoo b TR debeica) 200le0nd e

) Frontend / GET fcheckout 120ms .. 10:15:23.456  INFO  [InventoryService]
[ ] 16:16:39.855  sian GET /iems userideuver, 12345
b @) Auth Service [ POST flogin a5ms |
E 16:15:23.76%  INFO [IrventorySenvice]
D inventory Service / GET jitems 80ms i Querying database...
!
é Database [ SELECT * FROM items. 3tms i - - 9 16:15:23.812 ERROR  [EnventoryService]
Database auery failed
L & Third-party / Payment API 250ms @ e
18:15:23.813  ERAOR  [InventoryService]

Failed to boad items for user_12345

One click from trace — exact logs for that thread



Topology

Kubernetes Cluster

Airlock
Microgateway

http:fitracing-127-0-0-1.nip.io:BOBO/

bt

‘ http:fitracing-slow-127-0-0-1.nip.io:8080/

Type:
T LoadBalancer

sends logs and spans

3 &

Podinfo

sends logs and spans:

; Podinfo-slow
: sends spans

W
scrape metrics

! > S http://prometheus-127-0-0-1.nip.io/ scrape metrics

= Klipper-LB
Prometheus :

_ M \/ E
R :

_ > W < E

. !

traefik Tempo |

\/

http:/grafana-127-0-0-1.nip.io/ - 6 - \\.ﬁ'\‘;\ o

Grafana Loki Alloy




airlockctl assss
I ——— DETECTED! k




dAIRLOCK

Stay up.



Single Airlock Gateway

Internet (untrusted) DMZ Trusted network
Session
stickiness Back-end group
Back-end 1 a
p—— E' — -
. T T T | —
T 1 —
@ (1 1 | D O
Back-end 1 b
Client browser |
Back-end 1 ¢

Single point of failure Failover / Load balanced
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A single Airlock Gateway can be used in a testing or an integration environment.

Since the Airlock Gateway is a single point of failure, it is preferable not to use this configuration in productive environments.
To minimize the risk Airlock Gateway offers the possibility of disk-mirroring and the processes are monitored internally.

It is possible to have more than one server for a back-end application.
Airlock Gateway will handle the load-balancing and the session stickiness to ensure that a user is connected to the same back-end server if possible.



Failover Cluster

Internet (untrusted) DMZ ‘ Trusted network
Session
T stickiness Back-end group
Client browser E’ i | Back-end 1 a
Active

—®

Back-end 1 b

Client browser i

N

x
3]

d D
<

(8 u
£
©
©
L

5: E' : :

Back-end 1 ¢

Client browser |

m Failover / Load balanced



Presenter-Notizen
Präsentationsnotizen
A failover cluster consists of two hot standby systems. One of them is active the other passive.

They monitor each other over the external interface and the passive system takes over, as soon the active system is not responding anymore.

The sessions are synchronized all the time, so after a switch users will continue with their existing session.
Session Information is stored

We recommend to run both systems on identical hardware.

Time delay ~7s when failover
Established tcp connections get destroyed / browser automatically reconnects


i Failover Cluster

+ Cost-sensitive setup

+ Recommended for production
environments

+ Easy to set up and maintain

+ High availability through failover
iInstance

+ Avalilability even during update
processes

+ Mutual monitoring of both
iInstances

+ Health checks by the passive Airlock
Gateway

+ Internal process monitoring with self-
healing

- Only one system is active at a time
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A failover cluster consists of two hot standby systems. One of them is active the other passive.

They monitor each other over the external interface and the passive system takes over, as soon the active system is not responding anymore.

The sessions are synchronized all the time, so after a switch users will continue with their existing session.
Session Information is stored

We recommend to run both systems on identical hardware.

Time delay ~7s when failover
Established tcp connections get destroyed / browser automatically reconnects


Failover — What to know

— There is no primary!
— Don’t use different versions in one cluster!
— For rollback reasons set «old» cluster member to offline!

— Renegotiation after "Active - Active" has priority on last processing cluster member.

AI R ijc K*’ﬂ Security Innovation by Ergon Informatik AG ergon



Load Balanced Airlock Gateway Farm (with external Redis Store)

Session
stickiness Back-end group

—@ o !' ----- __“/'--_-_‘--- EE .
Client browser * Back-end 1 a dan eXte rnal Red|S
Y.

SR Store can keep the
Lo R ) — R session states and
R Back-end 1 b

Gl browee ,' i3 stickiness in sync for
E, T . all gateways

Internet (untrusted) DMz \ Trusted network

@ Synchronized / Active Back-end 1 ¢

Airlock Gateways |

Redis session
store cluster

Failover with load balancer Failover / Load balanced

Client browser
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Two or more active Airlock Gateway instances can be operated as a load-balanced Airlock Gateway farm.

An external Redis session store cluster can be configured to keep the session states and stickiness in sync for all gateways.

Using an external Redis session store (a cluster is recommended), active Airlock Gateway nodes can synchronize session states. �With synchronized sessions, different requests of the same user session may pass different Airlock Gateway instances.

Such a setup is typically used for high performance and redundancy requirements.


} Load Balanced Airlock Gateway Farm (with external Redis Store)

+ Works with two or more Airlock Gateway + Mixed hardware can be used for the Airlock
instances Gateway instances
+ Recommended for production + Internal process monitoring with self-healing

environments if load exceeds capacity of

: : + Sessions are synchronized between the
a single instance

Airlock Gateway instances
+ Scalable setup for growing throughput
and availability demands

+ All systems can be active at a time - Higher setup costs

+ Availability even during the update Rl "o @ dedicatedgeggybalancey
process is possible - Requires one or more Redis session stores
+ Application-related load balancing - Can be more complex to set up and maintain

+ Health checks are managed by the load
balancer



Load balanced Airlock Gateway farm — What to know

— Makes only sense, if ,Quorum® is 2. This means, that at least 3 Airlock Gateways are
required for resilience!

— ... orin a cloud deployment, because of "fixed" IP adresses.
— No config management optimization. Use REST-API instead.
— Hint: Use DHCP for front-end interfaces to apply VH configs.

— https://github.com/airlock-presales/Airlock _Gateway Sync




Reverse Proxy — Back-end Groups

A collection of back-ends which will provide responses

Virtual Host + Mapping » 4+ X ’ Back-end Group +
test.student1.virtinc.com Airlock-IAM-Loginapp Student-IAM
Airlock-IAM-Loginapp-REST-Protected Teacher-IAM
Airlock-IAM-Loginapp-REST-Public I— Virtine
Wordpress-Bac!
WordPress
m S50 Health Checks Expert Settings
Name 9
Name virtinc. airlock academy
Tenant
Back-end Hosts '9
Protocol Back-end Host Port Mode Spare State  Weight % Sessions
HTTF w | | virting ] airock acadenyy 8080 Enabled W n'a 100 50% nfa -
HTTP ~ | | wirtinc2 airlock acadenvy &080 Enabled ~ nfa 100 50% nfa -
+
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The back-end group is a collection of back-ends which will answer to the request.
Within a back-end group it is possible to define multiple back-ends. These back-ends will be load-balanced . 
The distribution of the requests to the back-ends is defined by the weight. This value, in comparison with the weights of all other back-end hosts in the same group, determines the relative amount of new sessions assigned to a specific back-end host. If all back-end hosts show the same value, sessions will be distributed equally amongst them. The field takes values between 1 and 9999.
In new mappings, the first back-end host receives a weight of 100 as well. Each additionally added back-end host receives a weight that is calculated as (sum(weights)*(n+1)/n))-sum(weights), where n is the number of already existing back-end hosts, and sum(weights) is the sum of their weight values. This results in the n-th added back-end host receiving 1/n-th of the sessions.
The “%” column contains a read-only value, which is calculated from the weight values of all connected back-end hosts. This percentage indicates the distribution of new sessions over the back-end hosts. Note that this distribution can only be achieved in the long run, with large session numbers. Airlock Gateway uses a random function to determine the back-end host to serve a specific session, and that random function is weighed by these percentages.
For back-end hosts in the “no new sessions" mode, the percentage will automatically be set to "0%". For disabled back-end hosts, the percentage will show a "-".
Additionally it is possible to define a back-end as spare. Set this flag to define one or several hosts as "Spare": Those hosts will be idle until one of the non-spare hosts fails its health checks and is therefore set to receive only reduced or no more traffic at all. At that point one of the spare servers is assigned the failed back-end host's weight value, and from then on receives requests in its place.
Since Airlock 5 the a back-end with a bad state is indicated with a red background color. And the the number of sessions connected to each back-end is shown in the sessions coloumn.


Reverse Proxy — Back-end Groups: Health Checks
Exper enins

In-band Checks

HTTP status failure pattern
Check response content
Content type(s) to check
Content failure pattern
Checked block size

(empty=all)

Out-of-band Checks

Check URL path
HTTP slatus failure pattern
Content failure pattern

Check when status is "good”

Check when status is "bad"”

HTTP request time-out
(seconds)

® e

A{text|application)/(html|xhtml)
Service Unavailable

5128

® o

Service Unavailable

Interval 5 seconds
Interval = 3 seconds
2

Switch to "bad” after

Switch to "good” after

3

3

failures

SUCCESSES

(@) ON

OFF

OFF

2]
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In-band health checks are performed at each user request. 

Out-of-band checks allow constant monitoring of a specific page independent of any end-user traffic. This page is called in a defined interval, the response analyzed, and used to decide whether a back-end server is in a good or a bad state.

Connection-level errors such as connection timeouts and handshake failures will still mark back-end systems as "bad" even if "In-band Checks" are disabled.

--- Details:
In-band health checks are performed at each user request. Failed checks are tracked with a sliding average over the last 20 seconds, calculating the current failure rate. One single request can only impact the failure rate by a maximum of 5%. If more than 10% of the requests within that 20 seconds time window fail, Airlock Gateway marks the corresponding back-end server as "bad". If available, a spare back-end will now be brought on-line and take over traffic from the bad back-end. If no out-of-band health checks are configured, Airlock Gateway will then still send a small number of requests to a bad back-end server. If such a request still fails, it will then be diverted to a good back-end. As soon as one of those probe requests returns successfully, the back-end is set to "good" and will again be served normally. If a spare had been brought on-line previously, it will now be set to receive no further new sessions, but will still receive all traffic for its existing sessions. It is highly recommended to enable out-of-band health checks in order to avoid that any end-user requests are being sent to bad back-end servers.

Connection-level errors such as connection timeouts and handshake failures will still mark back-end systems as "bad" even if "In-band Checks" are disabled.

It is possible to use defined requests to check the availability of a back-end, they are called «out-of-band» checks.

Out-of-band checks allow constant monitoring of a specific page independent of any end-user traffic. This page is called in a defined interval, the response analyzed, and used to decide whether a back-end server is in a good or a bad state. If out-of-band checks are configured, no probe requests from end-users are being sent to bad servers.�For both states, good and bad, you can configure how often the test page should be called, and how many subsequent failed or successful attempts are necessary to initiate a state change from good to bad or vice versa.




> Challenge: How to upgrade Airlock Gateways?

— https://docs.airlock.com/gateway/8.5/index/1648621057096.html
«Failover cluster upgrade with full installation»



https://docs.airlock.com/gateway/8.5/index/1648621057096.html
https://docs.airlock.com/gateway/8.5/index/1648621057096.html

} Challenge: How to upgrade back-ends?

1. Set Back-end Host - Mode to «No more new sessions»

2. Activate
- Reduces sticked sessions of this Back-end.

3. Do your maintenance!
4. Reset Back-end Host - Mode to «Enabled»
5. Activate




; How to upgrade Airlock IAM back-ends?

— |AM is just another Back-end.
— What's the only difference?

— Use Redis Sentinel!




} Traditional IAM Setup

] _

= O

App Browser loT API
| |
Airlock Gateway
Session A Session B
Requests Requests
Airlock IAM Airlock IAM

Session A Data’

tSession B Data

Session stores are local to IAM instance
Requires session-sticky load balancing

No intra-session high availability

May lead to session loss in case of IAM failure
No dynamic horizontal scaling possible

Still works with IAM >= 8.1




} IAM 8.2 and newer: setup with externalized State

Q ! B— @ — |AM Session data can be stored in REDIS

App Browser loT API

| — No more session-sticky load balancing
Airlock Gateway

— Allows active-active setups

— Allows horizontal scaling

Requests from
any session

Requests from
any session

Airlock IAM Airlock |AM Airlock IAM

REDIS with IAM Session State




} State Externalization: Updates at runtime

BEFORE MIGRATION

DURING MIGRATION AFTER MIGRATION

O © ] O © D ©

App  Browser loT API App  Browser loT API App  Browser loT API

Set to "disabled" Set to "disabled"

Sessions processed
only by new IAM

Requests from Requests from Requests from Requests from

any session any session any session any session

Alrloc Airlock IAM Airlock Airlock IAM A|rloc Airlock IAM
state 8.1 state state

- J - J - J
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