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FLORIAN HANSEMANN

Uber 10 Jahre Erfahrung in Sicherheitsanalysen aller
Branchen und UnternehmensgrofRen

- von kleiner Steuerkanzlei, uber Mittelstand mit 50
Mitarbeitern bis hin zu Banken, Raumfahrt, Militar und
Atomkraftwerken

Veroffentlichung von Schwachstellen
- z.B. Sophos, Datey, Intel, Microsoft, Fujitsu

National wie International bekannt und mehrfach
ausgezeichnet
- Top 21 Security Experten Weltweit

Dauerhafte Beratungsmandate als Trusted Advisor bei
internationalen Unternehmen mit Sitz in Deutschland

Umfassendes Netzwerk aus Experten jeglicher Fachrichtung
im Bereich Cybersecurity
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Top 21 Security Twitter
Accounts weltweit

(https://www.sentinelone.com/blog/21-cybersecurity-
twitter-accounts-you-should-follow/

Top 100 einflussreichsten
Cybersecurity Brands weltweit

(https://onalytica.com/blog/posts/whos-who-in-cybersecurity-2/)

Keynote Speaker
,Best of the World in Security”

(https://hansesecure.de/2021/05/best-of-the-world-in-security-
keynote-speaker/)

Top 21 Quellen fur Security
Teams weltweit

(https://techbeacon.com/security/modern-red-teaming-
21-resources-your-security-team)
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Exposed API

nmap -sTV -p 2376

Starting Nmap 7.01 ( https://mmap.org ) at
Nmap scan report for

Host s up (0.00038s latency).

PORT STATE SERVICE VERSION

2376/tcp open 18.06.08-ce Docker

Service detection performed. Please report any incorrect results at
#F#VENOM: LET THERE BE CARNAGE https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 77.78 seconds

it
: 4.4.0-11
Ubuntu
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Exposed API

it angry wright /biny

mission accomplished
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Exposed Ports

 Open Admin Ul
 Vulnerable Software
« Outdated
- Weak config
« Schlechter Code ;-)
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Insecure Volumes

* Einsicht von Daten
« Andern von Konfigurationen
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Abhangigkeiten/ Bibliotheken

« Auf anderen Containern aufbauend
« Undurchsichtige Verwendung von 3rd Party
Libs

WOULDIRE SO CONMPLICATED?
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Ausbruch aus DockerContainer

CVE-2019-5736, CVE-2020-13401, CVE-2018-15664
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Credentials
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Application Layer

* Die meisten & schwerwiegensten Sicherheitsliicken treten im

Application Layer auf.
 Umfangreiche Informationen uiber WebApp Hacking sind frei

zuganglich
o Zahlreiche Tools und Tutorials
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OWASP API Security
Top Ten - 2023




OWASP WEB

2017 2021
AD1:2017-Injection A A01:2021-Broken Access Control
AD2:2017-Broken Authentication ~ “*—:,A:—-—'-"? A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure —< = A03:2021-Injection
AD4:2017-XML External Entities (XXE) fw {FHLW] AD4:2021-Insecure Design
A05:2017-Broken Access Control -~ T}_ = A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration — \M,:-; A06:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (X55) - = A07:2021-ldentification and Authentication Failures
A08:2017-Insecure Deserialization = — {(New! A08:2021-Software and Data Integrity Failures
AD9:2017-Using Components with Known Vulnerabilities il > A09:2021-Security Logging and Monitoring Failures*®

A10:2017-Insufficient Logging & Monitoring — (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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OWASP API

API1:2023 - Broken Object API5:2023 - Broken

Level Authorization Function Level
Authorization

API2:2023 - Broken API19:2023 - Improper
AP16:2023 - Unrestricted Inventory Management
Access to Sensitive

Authentication

Business Flows

API13:2023 - Broken Object AP110:2023 - Unsafe

API7:2023 - Server Side Consumption of APls

Property Level Request Forgery

Authorization

AP14:2023 - Unrestricted API8:2023 - Security

Resource Consumption Misconfiguration
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"Successful people do
what unsuccessful people
are not willing to do.

Jim Rohn
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