SIH/ Immer eine IT voraus.

Cloud, aber sicher!

Security-Herausforderungen in hybriden Szenarien meistern
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SHIE” Workloads in Deutschland

Traditionelles Data Center

Private Cloud

[ Hybrid Cloud

eine Public Cloud

["”1

Multiple Public Clouds
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o

B heute M in 12 bis24 Monaten

Angaben in Prozent, Mehrfachnennungen moglich, Quelle: Vanson Bourne / Nutanix
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Das Management von Hybrid Clouds wird zur
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Das Management von Security in Hybrid Clouds

wird zur Standardaufgabe fur die IT
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SHIE” IT-Security in Hybrid-Cloud-Umgebungen

Besonderheiten Cloud

Analogien zur klassischen Welt
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DevOps

Besonderheiten Cloud
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SHIE” 2-Faktor-Authentifizierung

Check Point Endpoint Security

& Endpoint Security* Check Point’

EIFTWAHE TECHHOLUOGES LTD.

L

Site: portal.she.net

Authentication

Username: hschmidt

Tokencode:

Connect Cancel Help
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SHIE” Analogien zur klassischen Welt

Data
Security
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SHIE” Analogien zur klassischen Welt
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SHEE” Cloud Connect
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Direct Access / VPN

Public Cloud Datacenter
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SHIE” Analogien zur klassischen Welt

Data Cloud
Security Connect
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SHIE” Analogien zur klassischen Welt

Cloud Data Cloud

Access Security Connect

O

Multi-Faktor-Auth  Verschliisselung Direct Access [ VPN
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SHIE” IT-Security in Hybrid-Cloud-Umgebungen

DevOps

Besonderheiten Cloud

Analogien zur klassischen Welt
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SHIE”  Besonderheiten in Cloud-Umgebungen

Cloud Innovation
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Microsoft Azure

- Create a resource
#+ Home
| Dashboard
All services
FAVORITES
% All resources
&#/ Resource groups
0 Azure Active Directory
Virtual networks
P SQL databases
Virtual machines
B storage accounts
e' Monitor
@ Advisor

@ Security Center

Q Cost Management + Billing

Q Help + support

A& Azure Cosmos DB
%> Function Apps

Q‘ Load balancers

G App Services

Home > All resources >

All resources « & X
== Add  EE edit columns *** More
NAME

0?* ApplicationGatewayWAF

% ApplicationGatewayWAF-ip
&t Automate
«':» AzurefileSync

3 BackupVault
=~? ChangeTracking(defaultworkspac..-
o DefaultWorkspace h
:? Infrastructurelnsights(defaultwor-..
-

Mailrelay

AzureNetzwerk01
diagnostic

fileshareservice

Monitoring

SecurityCenterFree(DefaultWorks...

D "B

ServiceMap(defaultworkspace-c5.--

SHE-Mgm

SHE-SoC

&

Updates(DefaultWorkspace

3

W0 B

«

@ Overview

B Activity log

s Access control (IAM)
X 4 Tags

K Diagnose and solve problems

Settings
Inbound security rules
Outbound security rules
B Network interfaces
Subnets
Properties
8 Locks

8 Automation script

Monitoring

g Diagnostic settings

E¥ NSG flow logs

Support + troubleshooting
Effective security rules

New support request

Resource group (change) : AzureActiveDirectory

Subscription (change)

wv

ID

ubscription

Tags (change)

: West Europe

Inbound security rules

PRIORITY
101
201
301
302
65000
65001

65500

Outbound security
PRIORITY

65000

65001

65500

NAME

AllowSyncWithAzureAD

AllowRD

AllowPSRemotingSliceP
AllowPSRemotingSliceT
AllowVnetinBound
AllowAzureLoadBalancerinBound

DenyAllinBound

rules

NAME
AllowVnetOutBound
AllowlnternetOutBound

DenyAllOQutBound

Associated w

ith

PORT

Any
Any

Any

PORT

Any

Any

Any

Custom security rules : 4 inbound, 0 outbound

¢ 1 subnets, 0 network interfaces

»

PROTOCOL

TCcp

TCP

TCP

TCcp

Any

Any

Any

PROTOCOL

Any

Any

Any

ACTION

@ Allow

@ Allow

Allow

<)

@ Allow

<)

Allow

o

Allow

@ Deny

ACTION

@ Allow
@ Allow

@ Deny



SHE"  Besonderheiten in Cloud-Umgebungen

Cloud-
Security-
Provider
Innovation

Cloud-
Provider
Innovation
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SHIE” IT-Security in Hybrid-Cloud-Umgebungen

Besonderheiten Cloud

Analogien zur klassischen Welt
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Geschwindigkeit + Flexibilitat

Pipeline Deploy Microservices to PROD

Full project name: BASF Agroportal/PROD-Stage/Deploy Microservices to PROD

Marc Buchmann
Leiter Delivery

Aug 31
11:04

NoO
Changes

Deploy Microservices to target machines

5 Recent Changes
| S

Stage View

clear workspace

17ms

deploy docker
images

1min 5s

1min 35s

1min 4s

1min 3s

1min 23s
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SHIE” Microservices & Containerisierung

* docker
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SHIE’ DevSecOps
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SHIE” IT-Security in Hybrid-Cloud-Umgebungen

Cloud-
Security-
Provider
Innovation

Cloud Data Cloud
Access Security Connect
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[T-Dienstleistungen und digitale Losungen aus
einer Hand - kompetent, effizient, mensechlich.

SHE. Immer eine |IT voraus.
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